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Abstract
In this paper, we address the following problem: \ Is it possible to weaken/attack a scheme when a (provably) secure
cryptosystem is used? ". The answer is yes. We exploit weak
error-handling methods. Our attack relies on the cryptanalyst being able to modify some ciphertext and then getting
access to the decryption of this modi ed ciphertext. Moreover, it applies on many cryptosystems, including RSA, Rabin, LUC, KMOV, Demytko, ElGamal and its analogues,
3-pass system, knapsack scheme, etc. . .
1 Introduction
At Eurocrypt'96, Coppersmith, Franklin, Patarin and Reiter [4] presented a serious weakness in the basic protocol
for encrypting related messages using the RSA public-key
cryptosystem [24] with low exponent. Therefore, if an authority uses a RSA-based protocol to distribute secret keys
among a group of users, a cryptanalyst can recover the secret keys of the users which have a relatively small public
encryption key (typically less than 32 bits).
Suppose that Alice has a small public encryption key
and that the authority wants to send her the secret key kA ,
then the cryptanalyst does the following. He intercepts the
ciphertext corresponding to kA . So, since Alice does not receive the ciphertext, she asks the authority to re-send it. If
the system is not well designed (for example, if the time or
an ID number is included before the encryption), then the
cryptanalyst applies the attack of Coppersmith
to recover the secret key from the two corresponding ciphertexts
(the intercepted one and its retransmission).
Moreover, even if the authority is more malicious and
chooses a clever protocol in order to prevent the previous attack, we will show that a cryptanalyst will be able to recover
all the secrets keys, and not only the ones encrypted with a
small exponent. Last but not least, our attack is of very general nature. It applies on many public-key cryptosystems,
including RSA [24], Rabin [23, 30], LUC [27], KMOV [19],
Demytko [8], ElGamal [12] and its analogues [28, 17], 3-pass
system [10], knapsack scheme [25], etc. . .
et al.

The basic idea of our attack relies on the possibility to get
access to the \bin" of the recipient. In fact, if the cryptanalyst intercepts, transforms and re-sends a ciphertext, then
the corresponding plaintext will be meaningless when the
authorized receiver (say, Alice) will decrypt it. So, Alice
will discard it. If the cryptanalyst can get access to these
discards, he will be able to recover the original plaintext if
the transformation is done in a clever way. Such an attack
was already be mounted against the RSA by Davida [5]. In
many situations, we can get access to the discards, as for
example,
 bad implementation of softwares or bad architectures;
 negligent secretaries;
 recovering of a previously deleted message, by a tool
like the <undelete> command with MS-DOS;
another scenario is to ask the victim to sign the forged messages. Our working hypothesis are thus not unrealistic.
Consequently, the lesson of this paper is that the reader
has to be very careful of using a given protocol to distribute
secrets keys. In fact, the security of the used cryptosystem
is not enough to guarantee the security of the transmitted
data; we have also to really delete the discards, i.e. to secure
our \bins".
The paper is organized as follows. In Section 2, we review the attack of Davida and give some (immediate) extensions. Next, we present our attack in Section 3. Section 4
deals with further results. Finally, we conclude in Section 5.
The reader who is not familiar with Lucas sequences/elliptic
curves over a ring and the resulting cryptosystems may consult the appendix.
2 Attack of Davida
Let p and q be two secret carefully chosen primes, and let
n = pq be the corresponding public RSA modulus. The pair
(e; d) of public encryption/secret decryption keys of Bob are
chosen according to ed = 1 (mod (n)).y
Suppose Alice wants to send a message m to Bob. Using
the Bob's public encryption key, she computes c = me mod
n, and sends it to Bob. Then, because only Bob knows the
secret
decryption key d, he can recover the message m =
cd mod n.
However, a cryptanalyst (Carol) can also recover the
message as follows. She intercepts the ciphertext c, and
y  denotes the Euler totient function, i.e. (n) is the number of
positive integers < n and relatively prime to n.
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Figure 1: General description.
replaces it by c0 = cke mod n where k is a random number. Then, when Bob will decrypt c0 , he will compute
m0 = c0 d mod n. Since the message m0 is meaningless, he
will discard it. Consequently, if Carol can get access to m0 ,
she recovers the original message m by computing

m0 k 1 = c0 d k 1 = cd = m (mod n):
This attack, rst proposed by Davida [5], relies on the
homomorphic nature of the RSA. Thus, it can easily be extended to other systems which have the same property [9].
So, DeMillo
[7] showed that the knapsack system is
also vulnerable to this system. The same conclusion holds
for the ElGamal cryptosystem and its variants based on Lucas sequences and elliptic curves over a nite eld.
et al.

[Encryption] For sending a message m to Bob, Alice
chooses a random r that is relatively prime to p
1.x Then, she looks to the public key of Bob, y =
g mod p where x is the secret
key of Bob. She
computes the pair (a = gr mod p; b = myr mod
p) and sends it to Bob.
[Interception/modi cation] Carol intercepts the pair
(a; b) and replaces it by (a; b0 = bk mod p) where
k is a random. Next, she sends the modi ed pair
to Bob.
[Decryption] Using his secret key x, Bob computes m0 = b0 a x = mk (mod p). Since m0 is
meaningless, Bob discards it.
[Recovering] From m0 , Carol recovers the original
message m = m0 k 1 mod p.

Figure 2: Attacking ElGamal.
3 Our attack
3.1 General description
The basic attack of Davida does not apply to all cryptosystems. We need another tool:

Let Ee (), Dd () and Tk () be respectively the public encryption function, the corresponding secret decryption function and the cryptanalytic transformation function.
Now, imagine Alice wants to send the message m to Bob.
She rst computes the ciphertext c = Ee (m), and sends it
to Bob. Suppose that the cryptanalyst,
Carol, intercepts
the ciphertext c, and modi es it into c0 = Tk (c) according
to the 0theorem 0of Lagrange. Next, Bob0 decrypts c0 , and
gets m = Dd (c ). Since the message m has no meaning,
Bob discards it. Finally, if Carol can get
access to m0 , then
she recovers the message m from c; k; c0 and m0 from a nontrivial relation.
We shall illustrate this attack on two cryptosystems that
are not susceptible to the basic attack of Davida: LUC
and KMOV/Demytko. However, the same cryptanalysis
remains valid for other systems.
3.2 Illustrations
3.2.1 Attacking LUC
For the LUC cryptosystem, the enciphering function and the
deciphering function are respectively de ned by
Ee : L(D; n) ! L(D; n);
(m; ) 7! (c; ) = (Ve (m; 1); ) mod n;
(1)
Dd : L(D; n) ! L(D; n);
(c0 ; ) 7! (m0 ; ) = (Vd (c0 ; 1); ) mod n: (2)
In order to modify the ciphertext c into c0 , the cryptanalyst uses the transformation function
Tk : L(D; n) ! L(D; n);
(c; ) 7! (c0 ; ) = (Vk (c; 1); ) mod n:
(3)
The non-trivial relation enabling the attack comes from
the following proposition.
Proposition 1 Let fVk g be the Lucas sequence with parameters P and Q = 1. Then

Vk (P; 1) = P k

Theorem 1 (Lagrange) Let G be a (multiplicative) nite ngroup of order n. Then each element a of G satis es
to a = 1.
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the appendix for a description of these cryptosystems.

(4)

So, it is possible to express recursively Vk (P; 1) as a polynomial of degree k in the indeterminate P .
Consequently, to recover the message m, the cryptanalyst, Carol, does the following.

Corollary 1 There is a univariate polynomial relation be-

tween the x-coordinates of a point P and any of its multiple
kP over the elliptic curve En (a; b) given by
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[Lagrange's modi cation] Carol intercepts
c = Ve (m; 1) mod n and replaces it by
c0 = Vk (c; 1) mod n, where k is relatively prime
to e.
[Recovery of m0 ] Next, she gets from Bob the value
of m0 , the plaintext corresponding to c0 :

k x(P ) x([k]P ) k x(P ) = 0 (mod n):z (5)
To illustrate the attack, we will only focus on the rst
coordinate of the points on En (a; b). By (5), we have a
polynomial relation between the rst coordinate of a point
and the rst coordinate of any multiple of this point.
Let mx be the message to be encrypted. This message
will be represented by the point M = (mx; my ) on the elliptic curve En (a; b). Then, the cryptanalyst proceeds in a
similar way as for LUC to recover the message mx.

[Non-trivial relation] She constructs the polynomials
P ; Q 2 ZZn [x] given by

[Lagrange's modi cation] Carol intercepts
cx = x([e]M ) and replaces it by c0 x = x([k]C ),
where k is relatively prime to e.
[Recovery of m0 ] Next, she gets from Bob the value
of m0 x, the plaintext corresponding to c0 x :

m0 = Vd (c0 ; 1) = Vdk (c; 1) = Vdke (m; 1)
= Vk (m; 1) (mod n):

P (x) = Ve (x; 1) c and Q(x) = Vk (x; 1) m0 ;

for which m is a root. Then, she computes

R = gcd(P ; Q);
that is with a very high probability a polynomial
of degree 1. So, Carol obtains the value of m by
solving R in x.

3.2.2 Attacking KMOV/Demytko
To present the attack, we need to introduce the division
polynomials (see [26], p. 105). They are recursively de ned
by
1 = 1;
2 = 2y;
3 = 3x4 + 6ax2 + 12bx a2 ;
6
4
4 = 4y (x + 5ax + 20bx3 5a2 x2 4abx 8b2 a3 );
2m+1 = m+2 3m
m 1 2m+1 (m  2);
2
2y 2m = m ( m+2 m 1 m 2 2m+1 ) (m  2):
Proposition 2 Let En (a; b) be an elliptic curve over the
ring ZZn . De ne the polynomials k and !k by
k = x 2k k+1 k 1 ;
4y !k = k+2 2k 1 k 2 2k+1 :
(a) k , k , y 1 !k (for k odd) and (2y) 1 2k , k , !k (for
k even) are polynomials in ZZ[a; b; x; y ]. Hence, by
replacing y2 by x3 + ax + b, they will be considered as
polynomials in ZZ[a; b; x].
(b) As polynomials in x,

k (x) = xk + lower order terms;
2
2 k2 1 + lower order terms
k (x) = k x
are relatively prime polynomials.
(c) If P 2 En (a; b), then
2

[k]P =

k (P ) ; !k (P )
k (P )2 k (P )3



[Non-trivial relation] She constructs the polynomials
P ; Q 2 ZZn [x] given by
and

Figure 3: Attacking LUC.



m0 x = x([d]C 0 ) = x([dke]M ) = x([k]M ):

(mod n):

P (x) = e (x) cx e (x)2
Q(x) = k (x) m0 x k (x)2;

for which mx is a root. Then, she computes

R = gcd(P ; Q);
that is with a very high probability a polynomial
of degree 1. So, Carol obtains the value of mx by
solving R in x.

Figure 4: Attacking KMOV/Demytko.
3.3 Analysis
In [22], Patarin estimates that the computation of a GCD
may be done as long as the exponent of the polynomial is
less than 32-bit long. So, unlike the basic attack of Davida
against the RSA, from relation (4), our attack applies on
LUC only if the public encryption exponent e has length
less than 32 bits. Moreover, when Alice encrypts a message
with the KMOV or Demytko cryptosystem with a public
exponent e, the polynomial relation (5) is of order e2 instead of e as in LUC. Therefore, our attack is useless against
KMOV/Demytko if the encryption exponent e has length
greater than 16 bits.
To overcome this drawback, the cryptanalyst (Carol) has
to apply the attack in two times. We shall illustrate the
technique on KMOV/Demytko. The notation is the same
as used in paragraph 3.2.2.
Let M = (mx ; my ) and C = [e]M = (cx ; cy ) be two
points on the elliptic curve En (a; b), where e is the public
encryption key of Bob. Let mx be the message to be encrypted. Then, the attack
goes as follows. Carol intercepts
cx , and replaces it by c0 1;x = x([k1 ]C ). Next, Bob computes
m0 1;x = x([d]C 0 1 ) = x([dk1 e]M ) = x([k1 ]M ): (6)
z x(P )

denotes the x-coordinate of the point P .

Carol chooses k2 (relatively prime to k1 ), and sends c0 2;x =
x([k2 ]C ) to Bob. Then, Bob computes
m0 2;x = x([d]C 0 2 ) = x([dk2 e]M ) = x([k2 ]M ): (7)
Therefore, from relations (6) and (7), Carol forms the polynomials P and Q 2 ZZn [x] given by
P (x) = k1 (x) m0 1;x k1 (x)2
and
Q(x) = k2 (x) m0 2;x k2 (x)2 ;
for which mx is a root. So, if k1 and k2 are \small" (typically
less than 16-bit long), then by solving the polynomial R =
gcd(P ; Q), Carol obtains the message mx.
4 Further results
4.1 Substituting the authority
Imagine we deal with a key distribution scheme. If the cryptanalyst intercepts the encrypted
key c sent by the authority
to Bob, and modi es it into c0 , then Bob will discover that
the key is corrupted when he will decrypt it. Therefore, he
will ask to the authority to re-send the key. If now, the
cryptanalyst plays the role of the authority, i.e. if he sends
the encrypted key c, then the authority will never know that
a pirate knows the secret key of Bob. The cryptanalyst behaves thus transparently for the authority.
4.2 Concealing the cryptanalyst
The aim of the cryptanalyst is to modify the ciphertext c
in such a way that Bob is not able to make the di erence
between his modi cation and noise (error of transmission)
on the public channel. Consequently, he has to modify c
in an apparently random way. So, he has to use \large"
exponent for the transformation or to use the basic attack
of Davida (when applicable).
We shall illustrate this topic on LUC. We use the same
notation as in 3.2.1. Imagine that the cryptanalyst, Carol,
chooses a small exponent k in order to speed up the computation of the GCD. Then, Bob can \prove" that somebody
(i.e. Carol) modi ed the ciphertext c into c0 by recovering0
k. He has just to compare (modulo n) Vj (m; 1) with m ,
for j = 2; 3; : : : ; k. To prevent this, Carol has to choose a
relatively large exponent k. However, in order to recover
the plaintext, she has to get access two or three times to the
bin.
Let m be the message that Alice wants to send to Bob,
and let c = Ve (m; 1) mod n be the corresponding ciphertext,
where e is the public key of Bob. Then, the attack is the
following.
Carol intercepts0 c, and replaces it by c0 1 = Vk1 (c; 1) mod
n. Bob
receives c 1 , and decrypts it with its secret key d
as m0 1 = Vd (c0 1 ; 1)0 mod n. Bob asks Alice to re-send c,
and Carol sends c 2 = Vk2 (c; 1) mod n. When Bob computes m0 2 = Vd (c0 2 ; 1) mod n, he nds a meaningless message. So, he asks to Alice0 to send a third time the ciphertext
c.0 Next,0 Carol sends
c 3 = Vk3 (c; 1) mod n. Bob decrypts
c 3 to m 3 = Vd (c0 3 ; 1) mod n, .0. .
Now, from the discards m i (i = 1; 2(; 3)), Carol can
recover the original message m if k1 ; k2 and k3 and correctly
chosen. This can for instance be done by selecting
k1 = rst; k2 = ru and k3 = sv;

where r and s are small, and gcd(st; u) = gcd(rt; v) = 1.
Note that t; u and v must be suciently large to disable
Bob to distinguish noise with piracy on the public channel.
From our choices on the transformation keys ki , Carol
obtains








m0 1 = Vrst (m; 1) = Vst Vr (m; 1); 1
= Vrt Vs (m; 1); 1

(mod n);

m0 2 = Vru (m; 1) = Vu Vr (m; 1); 1

(mod n);

m0 3 = Vsv (m; 1) = Vv Vs (m; 1); 1

(mod n):









Next, she forms the polynomials Q1r ; Q2 2 ZZn [y] given by
Q1r (y) = Vst (y; 1) m0 1 and Q2 (y) = Vu (y; 1) m0 2 ;
for which Vr (m; 1) is a root.
Hence, by computing R = gcd(Q1r ; Q2 ), she gets (with a
high probability) a polynomial of degree 1, for which mr =
Vr (m; 1) mod n is the root.
Now, if e is small, Carol recovers the original message m
by constructing P ; R 2 ZZn [x] given by
P (x) = Ve (x; 1) c and R(x) = Vr (x; 1) mr ;
and by computing gcd(P ; Q), she recovers the original message m as explained before.
Otherwise, she constructs the polynomials Q1s ; Q3 2
ZZn [z] as
Q1s (z) = Vrt(z; 1) m0 1 and Q3 (z) = Vv (z; 1) m0 3 ;
for which Vs (m; 1) is a root.
Hence, by computing S = gcd(Q1s ; Q3 ), she gets (with a
high probability) a polynomial of degree 1, for which ms =
Vs (m; 1) mod n is the root. Next, from polynomials R; S 2
ZZn [x] given by R(x) = Vr (x; 1) mr and S (x) = Vs (x; 1)
ms , she computes gcd(Q; R) and recovers the message m.
Remark. It is possible to speed up the computation by using
the ideas developed in [1] (see [16] for KMOV/Demytko).
This will be done in a future work.
4.3 Combinations/Broadcast encryption
There are basically three ways for a cryptanalyst to recover
a message
1. to force the retransmission;
2. to have a look in the bin;
3. to ask a signature.
Therefore, by combining these methods, it is possible to
recover the message.
Furthermore, if the same message is broadcasted to several people, the security is compromised if only two or three
persons are negligent (i.e. do not protect their bins).
4.4 Rabin-type cryptosystems
The Rabin-type cryptosystems [23, 30] have the advantage
to be provably as intractable as factorization. However,
since they are completely insecure against a chosen-ciphertext attack, our attack enables to recover the factorization
of the public modulus n.

5 Conclusions
In this paper, we have shown that if one can get access
to the \bin", then the security is compromised. We have
illustrated our purpose with the Lagrange theorem. This is
perhaps not the best tool. The basic aim of the paper was
to warn the user that
\Even if a secure cryptosystem is used for a
given application, this doesn't mean a pirate
cannot mount a successful attack."
This was shown to quite a lot of cryptosystems.
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A Lucas sequences
In 1993, Smith [27] proposed to use the Lucas sequences in
order to construct a public-key cryptosystem.
The reader who is not familiar with Lucas sequences may
found an elementary introduction in [2].
A.1 De nition
Let D be an integer congruent to 0 or 1 modulo 4, which is a
non-square, and let P be2 an integer with the same parity as
D such that 4 divides P D. The Lucas sequences fUi gi0
and fVi gi0 are de ned by

p

p

Vi + Ui D = 21 i (P + D)i :
(8)
It can easily be shown that the numbers Ui and Vi satisfy
the following relations:
U0 = 0; U1 = 1; V0 = 2; V1 = P;
Ui+j = Ui Vj Qj Ui j ;
Vi+j = Vi Vj Qj Vi j ;
where Q = (P 2 D)=4.
Moreover, if we take Q = 1 in the de nition of the Lucas sequences and if n is relatively prime to 2D, then we
call L(D; n) the group of Lucas sequences (see [2], p. 196).
The elements of L(D; n) are the pairs (Vi ; Ui ) modulo n
obtained from the Lucas sequences fVi g and fUi g with parameter Q = 1. The identity element is (2; 0). Two elements
(Vk ; Uk ); (Vm ; Um ) 2 L(D; n) are composed according to the
law @ de ned by (Vk ; Uk )@ (Vm ; Um ) = (Vk+m ; Uk+m ).
Theorem 2 If pe11 pe22    per is the prime factorization of n,
then the order of L(D; n) is given by
 
 
D e2 1
D )pe1 1 (p2
#L(D; n) = (p1
p1 1
p2 )p2   
 
D e 1x
(pr
pr )pr :
r

r

Corollary 2 Let (p) = p (D=p), where p is a prime
which does not divide 2D. Then, for any integer k,
Vk (p)+1(P; 1)  P (mod p):

A.2 LUC
The LUC cryptosystem is based on the following proposition.
Proposition 3 Let Vi (P; 1) be the ith terms of the Lucas
sequence fVi g with parameters P and Q = 1. Then,




Vmk (P; 1) = Vm Vk (P; 1); 1 :
Each user chooses two secret large primes p and q, and
publishes their product n = pq. Next, he chooses a public
encryption key e which is relatively prime to (p 1), (p +1),
(q 1) and (q + 1).
To send an encrypted message m to Bob, Alice looks
to Bob's public key e, and using the Lucas sequence fVi g,
x (D=p) denotes the Legendre symbol and is equal to 1 or 1 if D
is a quadratic residue modulo p or not.

she forms the ciphertext c = Ve (m; 1) mod n. Since Bob
knows the factors p and q, he is able to compute the secret decryption key d according to ed = 1 mod (n), where
(n) = lcm(p (D=p); q (D=q)). Therefore, he recovers
the message m by computing




Vd Ve (m; 1); 1 = Ved (m; 1) = V1 (m; 1) = m (mod n):
B Elliptic curves
In 1991, Koyama, Maurer, Okamoto and Vanstone [19] proposed new trapdoor one-way functions (TOFs) based on elliptic curves over the ring ZZn . We call KMOV the resulting
cryptosystem. Two years later, Demytko [8] proposed another cryptosystem based on the same structure.
For an introduction to elliptic curves, the reader may
consult [20, 18]. A deeper study may be found in [26].
B.1 Elliptic curves over ZZn
Let IFp be a prime eld
of characteristic p 6= 2; 3, and let
a; b 2 IFp such that 4a2 +27b3 6= 0. An elliptic curve over IFp
with parameters a and b is the set of points (x; y) satisfying
the Weierstra equation
y2 = x3 + ax + b;
(9)
together with a special point O called the point at in nity.
Such a curve will be denoted by Ep (a; b).
Let P; Q 2 Ep (a; b), ` be the line connecting P and Q
(tangent line if P = Q), and T0 be the third point of intersection of ` with Ep (a; b). Let ` be the line0 connecting T and
O. Then P + Q is the point such that ` intersects Ep(a; b)
at T; O and P + Q. This composition law makes Ep(a; b)
into an Abelian group with identity element O.
An elliptic curve over the ring ZZn is de ned in the same
way, except that all computations are done modulo n instead
of modulo p. However the resulting structure is not a group,
but a proposition similar to the Lagrange theorem holds.
Proposition 4 Let n = pq, where p and q 3are prime.
Let
En (a; b) be an elliptic curve such that gcd(4a +27b2 ; n) = 1,
and let
Nn = lcm(#Ep(a; b); #Eq (a; b)):
(10)
Then, for any P 2 En (a; b), and any integer k,
[kNn + 1]P = P

by using the public encryption key of Bob, she computes
C = (cx ; cy ) = [e]M over En (a; b).
To recover the message m, Bob computes M = [d]C
over En (a; b) with his secret decryption d according to ed =
1 (modNn ).
In the KMOV cryptosystem, the primes p and q are both
congruent to 2 modulo 3, and the parameter a is equal to 0.
In that case, we can show that
Nn = lcm(#Ep(0; b); #Eq (0; b)) = lcm(p + 1; q + 1):
Since Nn does not depend on b, the parameter b is chosen
according to
b = m2y m3x mod n:
With the Demytko cryptosystem, in order to decrypt
C = (cx ; cy ), Bob computes [di ]C , where the decryption key
d = di is chosen so that
edi  1 (mod Nn;i ) (i = 1; : : : ; 4);
8
Nn;1 = lcm(#Ep(a; b); #Eq (a; b))
>
>
>
if (w=p) = 1 and (w=q) = 1
>
>
>
>
N
=
lcm(#
Ep(a; b); #Eq (a; b))
n;
2
>
<
if
(
w=p
= 1 and (w=q) 6= 1 ,
with N = lcm(#E )(a;
b); #Eq (a; b))
n;
3
p
>
>
>
if
(
w=p
)
=
6
1 and (w=q) = 1
>
>
>
>
E
(
a;
b
); #Eq (a; b))
N
=
lcm(#
>
p
n;
4
:
if (w=p) 6= 1 and (w=q) 6= 1
and w = c3x + acx + b mod n.yy
Remarks. 1) In the KMOV cryptosystem, it is also possible
to work on the elliptic curve En (a; 0), if one chooses p and
q both congruent to 3 modulo 4.
2) The computation of the second coordinate can be avoided
if the algorithm described in [2, pp. 211-216] is used.

on En (a; b).{
Remark. As mentioned in [19], it is also possible to de ne
an elliptic curve over a ring such that the resulting structure
is a group.

B.2 KMOV/Demytko
The KMOV and the Demytko cryptosystems are both based
on elliptic curves over the ring ZZn , where n is the product
of two primes p and q.
Imagine Alice wants to send a message m to Bob. She
rst represents the message m by a publicly known way as
a point M = (mx ; my ) of the elliptic curve En (a; b). Then,
{ [k]P means P + P +    + P .
|
{z
}
k

times

yy E (a; b) denotes the complementary group of E (a; b), i.e. the set
p
p
of points satisfyingp Weierstra equation (9) together with O, where
y is of the form u v with v is a xed quadratic non-residue modulo
p and u 2 IFp .

