What we developed

Thanks to Walloon Region funding, MIPSs proposes:

1. http://www.iccwbo.org/products-and-services/fighting-commercial-crime/counterfeiting-intelligence-bureau

2. A framework that formalizes the counterfeited IP detection problem. This is a very general
approach that can easily be instantiated to any situation. Its generic representation allows the
evaluator to quickly test different tools.

3. Efficient tools for both the extraction procedure and similarity score computation. They
correspond to the most recent state of the art in side-channel analysis, and regroup signal
processing techniques (for the hash extraction process) and advanced statistical tools (for
computing the similarity score).

4. A wide range of realistic case-studies that go from 8-bit software implementations to fully
parallelized hardware implementations on both ASIC and FPGA platforms. In on our experiments,
we reached success rates of almost 100%.

5. A substantial legal analysis by law researchers addressing the question of the enforceability of this
method in court.
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The problem of intellectual property counterfeiting

Over the last three decades, the spread of counterfeit goods has exploded. According
to the International Chamber of Commerce, it accounts for up to 7% of the world
trade and is worth $600 billion a year. A huge part concerns electronic devices.
Counterfeiting is one of the growing challenges the Intellectual Property (IP -- e.g.
software, integrated circuits) designers are facing nowadays.

Side-channel attacks

In the late 90’s, Paul Kocher and his team introduced Side-Channel Analysis (SCA).
They rely on the observation that the internal activity of an implementation
(operations and data) is generally reflected in its physical features (e.g. power
consumption trace). This unintended leakage is hardly controlled and is usually
exploited to attack cryptographic devices.

Why couldn’t it be used in a constructive way as well?

MIPSs allows using side-channel emanations of a device
to identify its embedded IP, and hence detect
counterfeiting

Protected IP

Suspicious IP

MIPSs proposes a framework and
methods to extract a signature, —]
called a hash, identifying the IP =
thanks to side-channel analysis
tools. The legitimate hash can
then be compared to those
extracted from any suspicious IP in

order to detect illegal usage (or
copy) of the protected IP.

Hashes allow characterizing and distinguishing the
implementations
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different IPs. MIPs proposes a
wide variety of such extraction tools. Next, the detection is based on a similarity
score between the legitimate and suspicious hashes. If the score is above a
predefined threshold, the IP is extremely likely to be the same.
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MIPSs method supports all kinds of implementations
By choosing the appropriate extraction and detection tools provided in the
outcome of the MIPSs project, the evaluator is able to identify any kind of IP: from

8-bit software implementations to highly parallelized hardware ones (e.g. 128-bit
bus).
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