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Kerckhoffs’s principle: 
security without obcurity
Unlike popular belief, cryptography is generally not 
about building secret schemes full of undisclosed 
details. On the contrary, Kerckhoffs’s principle states 
that the security of a cryptosystem should not be 
based on its secrecy. This principle is commonly 
adopted today, and modern cryptographic algorithms 
are all based on public designs.

The side-channel  
attack exception
Side-channel attacks exploit, not only the specifications of a 
cryptographic algorithm, but also the physical characteristics of 
its execution on a real device, such as the energy consumed, or 
its electromagnetic emanations. Discovered in the late nineties, 
these attacks proved devastating  against existing secure devices, 
and huge effort has been devoted since then in designing cost-
effective countermeasures against them. Although based on 
public underlying principles, countermeasures have so far escaped 
Kerckhoffs’s principle: nowadays, details of countermeasures 
protecting off-the-shelf products are still mostly confidential.

The benefits of 
public scrutiny
Yet, Kerckhoffs’s principle is not a mere academic 
caprice: by allowing a wide analysis by experts around 
the world, the public disclosure of cryptosystems 
proved invaluable in improving their strength and 
developing a wide scientific consensus on the 
respective figures of merit of different constructions. 
After a transitory period due to the lack of a good 
theoretical understanding of the underlying issues, 
side-channel countermeasures would benefit from 
following a similar path. And we believe the time has 
come.

PIRATE
The PIRATE project arose from our conviction that 
the public design of side-channel countermeasures is 
today within reach. Our goal was to design proofs of 
concept, in industry-relevant environments.

More precisely, PIRATE aimed to:
→	 Leverage well-established countermeasures, such 

as high-order masking, to develop a public secured 
implementation.

→	 Pave the way for the future, by analysing more 
recent, but promising, techniques, e.g. based on 
hard learning problems.

→	 Improve evaluation techniques in order to assess 
the resistance of our countermeasures.

The PIRATE project 
was funded by the 
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What we developed
Thanks to Walloon Region funding, and in synergy with 
other projects, PIRATE developed:
→	 An open-source FPGA implementation of the 

Advanced Encryption Standard (AES), protected 
against side-channel attacks and relying only on 
public countermeasures. This implementation was 
released as open source through the non-profit 
association SIMPLE CRYPTO, and submitted to the 
community as the CHES 2023 SMAesH challenge, 
inviting researchers from all over the world to 
submit their best attacks against it.

→	 A proprietary implementation delivered to the 
project sponsor, Thales Belgium, for integration in 
some of their commercial products.

→	 Various research papers describing this 
implementation and our approach based on hard 
learning problems.
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SMAesH core, available at https://github.com/simple-crypto/SMAesH.

The SMAesH Challenge, available at https://smaesh-challenge.simple-crypto.org/.

CHES 2023 
SMAesH challenge
→	 5 teams: 
→	 112 submissions

→	 A7_d2 	 
>	 77 submissions
>	 5 successuful attacks

→	 S6_d2 	 X
>	 35 submissions
>	 6 successuful attacks

→	 Peak rates
>	 2 submissions/h/team
>	 12 submissions/day
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