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Authenticated encryption

Authenticated encryption is a 2-in-1 primitive ensuring both
that a message cannot be read by a third-party and that its
content cannot be modified after it has been produced.

In addition to increased efficiency, authenticated encryption
prevents unexpected issues that often arise when trying to
combine encryption and authentication primitives.

Authenticated encryption is becoming more and more
widespread nowadays, and is for example the only mode
used in TLS 1.3.

SCAUT aimed at designing efficient
authenticated encryption primitives
resistant against side channel attacks
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Side-channel attacks

Side-channel attacks target a cryptographic device's physical
characteristics, such as the power it consumes or the electro-
magnetic radiation it emits. They represent a very practical
threat — sometimes needing only a few hundred measurements
to break a secure token — and the industry devoted huge c &
efforts to develop efficient countermeasures against them. ) :

Initially focusing on embedded security devices such as smart
cards, side-channel attacks now threaten an ever-increasing
number of targets, with the advent of the loT and the multipli-
cation of tiny connected devices performing critical operations.

Project outcome

Thanks to Innoviris funding, this partnership between UCLouvain and ULB,
with the technical support of Wordline who provided industrial feedback,
achieved the following results

Re-keying: efficient generic modes

We designed several modes of operation achieving authenticated encryption and
resistance against side-channel attacks. These modes rely on a protected implemen-
tation of a block cipher (in dark gray on the figure), but limit the use of this expensive
component to the processing of one or two blocks, no matter the size of the message.
The main payload can then be processed at full speed while still offering overall
side-channel resistance.

Moreover, the security of these constructions has been formally analyzed, both
regarding resistance to classical cryptanalysis and to side-channel attacks exploiting
leakages.
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SCREAM: a lightweight and easy-to-mask
encryption algorithm

Although any cryptographic algorithm can in theory be protected against side-chan-
nel attacks, the cost of countermeasures can quickly become prohibitive. It is not
enough to design a lightweight algorithm, that algorithm must be designed with
side-channel protection in mind if we want to avoid losing all performance gains.
SCREAM is an authenticated encryption algorithm specifically designed to be
lightweight and easy to protect against side-channel attacks. Its design focused on
optimizing the AND complexity, allowing efficient masking-based protection.

This makes SCREAM suitable for secure implementation on low-end platforms, such
as loT devices.

Since the end of the SCAUT project we designed other primitives combining efficient
lightweight implementation and resistance against side-channel attacks, such as the
authenticated encryption algorithm Spook (https://www spook dev), which has been
submitted to the US National Institute for Standards and technology (NIST) in the
framework of their competition to select a new Lightweight Cryptography standard.



What we developed

With the support of Innoviris, we developed:

« Efficient and provably secure modes of operation achieving side-channel-resistant
authenticated encryption. Side-channel resistance requires a fixed overhead,
independent of the length of the message to be protected.

» Dedicated authenticated encryption primitives specifically designed to protect
small embedded devices such as those required for the Internet of Things.

Partnership

We are looking for partners to produce and exploit this new technology
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